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1. Hardware Requirements

1.1, Minimum
1.1.1. CPU x86-64 2 core
1.1.2. RAM 4 GB
1.1.3. Disk 256 GB SSD
1.1.4. 100 Mbps NIC

1.2. Recommended
1.2.1. CPU x86-64 4 core
1.2.2. RAM 8 GB
1.2.3. Disk 512 GB SSD

1.2.4. 1 Gbps NIC

New Virtual Machine

+ 1Select a creation type Customize hardware

+ 2 Select a name and folder Configure the virtual machine hardware
+ 3 Select a compute resource

+ 4 Select storage Virtual Hardware VM Options

+ 5 Select compatibility

+ 6 Select a guest OS

7 Customize hardware cPU* 2 (i}

8 Ready to complete
Memory * 4 GB
New Hard disk * 250 GB
New SCSI controller * LS| Logic Parallel
New Network * viani21-202.28.118.128/25 Connect.
New CD/DVD Drive * Datastore ISO File Connect.
Video card * Specify custom settings
Security Devices Not Configured
VMCI device
New SATA Controller New SATA Controller
Other Additional Hardware

Compatibility: VmHardware. HWVersion.long.vmx-19

CANCEL BACK

VM Configuration

2. 1@on Linux Distribution d3u server fiimsatiuayw/suinsa/unadduenusiunsasnte
2.1. Recommend
2.1.1. Ubuntu Linux 20.04 LTS, 22.04 LTS
https://mirror.kku.ac.th/ubuntu-releases/
2.1.2. Rocky Linux
https://mirror.kku.ac.th/rocky-linux/
2.1.3. Alma Linux

https://mirror.kku.ac.th/almalinux/



3. fiada Linux Distribution wae basic hardening

3.1. Text-based, Command Line Interface w11

GNU GRUB wersion 2.86

Try or Install Ubuntu Server

Test Memory

Use the T and 4 keys to select which entry is highlighted.
Press enter to boot the selected 0S, ‘e’ to edit the commands
before booting or 'c’ for a command-line.

The highlighted entry will be executed automatically in 19s.

To grab input, press Ctrl+G &

W@eninng Ubuntu Server

[ Help 1
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To grab input, press Ctrl+G a
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flaAnw i English



[ Help 1

[ Done
[ B

To release input, press Ctrl+Alt a

\den Ubuntu Server (minimized)

[ Help 1]

Edit

4 Method: [ Manual

To release input, press Ctrl+Alt a

614 static IP Address



[ Help 1

If you u 3 or for Ubuntu, enter etails here.

Mirror a It to: A mirror . kku.ac. th/ubuntu ]

provic N mirror that will be

To release input, press Ctrl+Alt ]

(optional) & mirror Ty https://mirror.kku.ac.th/ubuntu

[ Help 1]

am ane:

To grab input, press Ctrl+G il

1&en config 1 LVM / entire disk



[ Help 1

To release input, press Ctrl+Alt ]

fiudu storage configuration

[ Help 1]

Import ¥
rt your from GitHub or Launc

To grab input, press Ctrl+G il

\@on@nsia OpenSSH server



YT Y Y FYYYTYTTYTYYYTITTYTYTYYTYTITYIYTY

[ Done
[ B

To grab input, press Ctrl+G f

[ Help 1]

To grab input, press Ctrl+G il

J0ANRIIU complete / Reboot Now



To grab input, press Ctrl+G Yl |

91198 first boot

3.2. OpenSSH

3.2.1. Config OpenSSH Tldiiannz Public Key Authenticaiton
i local machine, @319 key pair 115U SSH wag copy public key 1Uf siener :

$ ssh-keygen -t ed25519
$ ssh-copy-id <signer hostname>

il signer, U config lsildlanne public-key authentication:

$ sudo vi /etc/ssh/sshd_config

uily:

PasswordAuthentication no
ChallengeResponseAuthentication no
KbdInteractiveAuthentication no

Restart ssh

$ sudo systemctl restart sshd



3.3. sudo
Wil non-root admin user €1 group sudo Livelildans root Ined1ds sudo e

$ usermod -aG sudo <user>

U root login

$ sudo passwd -1 root

3.4. Set hostname
/4 hostname (LLusﬁ’lL'ﬂu%a testnet-x %30 mainnet-x)

$ sudo hostnamectl set-hostname <hostname>

. A Ao < = v 1%
re-login WIDBUTUINURYU hostname 15EUIBULATD

3.5. Set timezone and NTP
Set timezone

$ sudo timedatectl set-timezone Asia/Bangkok

Set NTP server

$ sudo vi [etc/systemd/timesyncd.conf

Edit timesyncd.conf

NTP=<NTP Pool / Server>

Set NTP server

$ sudo timedatectl set-ntp off
$ sudo timedatectl set-ntp on

& timedatectl onsivaou configuration

P
7

3.6. (Optional) AnAs NTP wnu timesyncd
Install NTP

$ sudo apt update
$ sudo apt install ntp

3.7. (Optional @15U VMware Guest) infis open-vm-tools

$ sudo apt install open-vm-tools



3.8. (Optional) n9u snap 89NINTTUY

$ sudo snap remove lxd

$ sudo snap remove core20
$ sudo snap remove snapd
$ sudo apt purge snapd

v
&

4. fnA Docker CE

a.1. auwdumsmuisnslumna https://docs.docker.com/engine/install/

4.2. vty user 11 group docker wieliaunsaniunu docker container lelaglidedldfEna root
Add admin user to docker group

S sudo usermod -aG docker <user>

Login 1 docker group

S newgrp docker

%30 re-login Tnaliite apply group

5. @519 Go Ethereum Container

5.1. @573 persistent volume @1%35U node 1y
/srv/signer as the persistent volume

$ sudo mkdir -p /srv/signer
$ sudo chown -R <user>:<group> /srv/signer
$ «cd /srv/signer

configuration files AwAulin /srv/signer

node data 2z fuli7 /srv/signer/node

5.2. Clone repository
Repository d%3U testnet

$ apt install git

$ «cd /srv/signer

$ git clone https://github.com/thai-blockchain/testnet.git
$ cd testnet

Repository @%35U mainnet

$ apt install git

$ «cd /srv/signer

$ git clone https://github.com/thai-blockchain/mainnet.git
$ cd mainnet


https://docs.docker.com/engine/install/

5.3, aselnasiaudmiulan private key
Create password.txt

$ sudo apt install pwgen
$ pwgen -Byn 32 1 > password.txt
$ chmod 400 password.txt

5.4. @519 wallet

$ docker run --rm -it -v S$PWD:/srv/signer -w /srv/signer
ethereum/client-go:stable --datadir /srv/signer/node --password
password.txt account new

go-ethereum aa514 keystore LAULY Ussnaumelwdiiu private key fianunsavandeniiialdaulagsiarululng password. txt

Wallet 98819893970 public address Judin public address Tildsume wagsuuwugih

You can share your public address with anyone. Others need it to interact with you.

You must NEVER share the secret key with anyone! The key controls access to your funds!
You must BACKUP your key file! Without the key, it's impossible to access account funds!
You must REMEMBER your password! Without the password, it's impossible to decrypt the
key!

55. Initialize node 270 genesis. json

$ docker run --rm -it -v $PWD:/srv/signer -w /srv/signer
ethereum/client-go:stable --datadir /srv/signer/node init genesis.json

5.6. uAly start-node.sh script, Wi node name Lo node waz wallet 1u public address:

--name <node name>
--unlock <wallet>
--miner.etherbase <wallet>

5.7. Start signer/validator container

$ ./start-node.sh

5.8. Monitor l8lagenda

$ docker logs -f <container name>
$ docker logs -f --tail 10 <container name>

(Optional) faAn firewall NsdiARBIN15AOIN5Y Access Control List 91 validator nodes Tagld@ds ufw



6.1. e default policies

$ sudo ufw default deny incoming
$ sudo ufw default allow outgoing

6.2. iy rules @143V ssh

$ sudo ufw allow ssh

6.3. By IMN1SYouredN validator node usiar node WinasH 30303/tcp

3180195 IP addresses 489 validator node asﬂulWﬁ static-nodes.json ez Node Information

$ sudo ufw allow from <peer-1 IP address> to any port 30303
$ sudo ufw allow from <peer-2 IP address> to any port 30303

6.4. @& ufw 13UV

Adou: & ufw vhaueadanisiessieflegld uugtnlidaui console %38 remote console vas VM/AVPS

$ sudo ufw enable

ASIFRUADIULANTINNUVRS ufw LAeEAEs

$ sudo ufw status

avavdeunsiuinnvieli negan admin. peers, clique.status(), docker logs validator pasaduriu
sign block wag import new blocks 910 peer MnnuN13¥URAUNG 1w validator sign 9n block w3evnen sign Tlan1svhauves

ufw lemads

$ sudo ufw disable

MNHBINTS clear rules viavian THMds

$ sudo ufw reset



1.

INFO
INFO
INFO
INFO
INFO
WARN
INFO
INFO
INFO
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INFO
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Basic Operations

® (o Ethereum activity log

$ docker logs -f <container name>

-

i

$ docker logs -f --tail 10 <container name>

nsvihuUn@ves validator node asiaaauain log sl

o

1. U399 Initialising Ethereum protocol ag@oafu network/chain ID w8 Thai Blockchain Infrastructure (mainnet = 1707, testnet =

1708)

2. UTin Started P2P networking 9z6ioaiu enode 7udslifu Thai Blockchain Consortium

3. U5¥in Unlocked account agfiaaidiu address Mudal3fiu Thai Blockchain Consortium

4. uT3¥in Looking for peers A5l peercount Lifiudnuau validator nodes wa3tA3aUE

5. uans block number ganndasiuiAsaviy

6. Ui’mgmiﬁm Successfully sealed new block, Import new chain segment Faudums seal/sign block lng validator Wagn1s import

signed blocks 310 peer By 9

7. Tunmsvhauund e1anu Block sealing failed way Block lost e @eamnnisalil

[18-23|16:85:42.0890]
[16-23|160:85:42.096]
[16-23|160:85:42.800]
[18-23|16:85:51.185]
[18-23|10:85:51.186]
[18-23|10:85:51.186]
[18-23|10:85:51.186]
[18-23|10:06:02.0873]
[18-23|10:06:02.0873]
[18-23|10:06:02.0873]
[18-23|10:06:82.0873]
[18-23|10:86:11.473]
[18-23|10:86:11.473]
[10-23|10:86:11.474]
[10-23|10:86:11.474]
[18-23|10:86:17.800]
[18-23|10:86:21.278]
[19-23|10:06:21.826]
[19-23|10:06:21.827]
[19-23|10:06:21.827]
[19-23|10:06:31.053]
[10-23|10:06:31.054]
[10-23|10:06:31.054]
[10-23|10:06:31.055]
[10-23|10:06:31.055]
[10-23|10:06:31.221]
[10-23|10:06:31.221]
[10-23|10:06:31.222]
[10-23|10:06:31.222]
[10-23|10:06:41.465]
[10-23|10:06:41.466]
[18-23|10:96:41.467]
[16-23|16:86:51.116]
[18-23|16:86:51.117]
[16-23|16:86:51.118]
[18-23|10:86:51.118]
[18-23|10:86:52.801]
[18-23|10:87:01.016]
[18-23|10:87:01.018]
[18-23|10:87:01.0819]
[18-23|10:87:11.0801]

Successfully sealed new block
4, mined potential block
Looking for peers

Imported new chain segment
Commit new sealing work
Block sealing failed
Commit new sealing work
Imported new chain segment
Commit new sealing work
Block sealing failed
Commit new sealing work
Imported new chain segment
Commit new sealing work
Block sealing failed
Commit new sealing work
Looking for peers

Deep froze chain segment
Imported new chain segment
Commit new sealing work
Commit new sealing work
Successfully sealed new block
4, mined potential block
Commit new sealing work
Block sealing failed
Commit new sealing work
Chain reorg detected
Imported new chain segment
Commit new sealing work
Commit new sealing work
Imported new chain segment
Commit new sealing work
Commit new sealing work
Imported new chain segment
& block reached canonical chain
Commit new sealing work
Commit new sealing work
Looking for peers

Imported new chain segment
Commit new sealing work
Commit new sealing work
Successfully sealed new block

® {ldau web3 js console iadas1u validator node

réi.ﬁ o

sifotfudeusdin node w38 network Tty

number=839,939 sealhash=106734..c4el37 hash=90a
number=839,939 hash=90a769..c0a%44

peercount=8 tried=3 static=8

blocks=1 txs=0 mgas=0.000 elapsed="335.661p
number=839,941 sealhash=6c37a6..8408d@ uncles=0
err="signed recently, must wait for others"
number=839,941 sealhash=6c37a6..8408d@ uncles=0
blocks=1 txs=0 mgas=0.000 elapsed="344.902pu
number=839,942 sealhash=10e696..8a99dd uncles=0
err="signed recently, must wait for others"
number=839,942 sealhash=10e696..8a99dd uncles=0
blocks=1 txs=0 mgas=0.000 elapsed="271.603p
number=839,943 sealhash=9b25f2..f1d866 uncles=0
err="signed recently, must wait for others"
number=839,943 sealhash=9b25f2..f1d866 uncles=0
peercount=8 tried=3 static=8

blocks=6 elapsed=3.755ms number=749,942
blocks=1 txs=0 mgas=0.000 elapsed="614.49us
number=839,944 sealhash=1652a5..09c3a7 uncles=0
number=839,944 sealhash=1652a5..09c3a7 uncles=0
number=839,944 sealhash=1652a5..09c3a7 hash=d26
number=839,944 hash=d26a4d..919d8f
number=839,945 sealhash=7e5d79..f93378 uncles=0
err="signed recently, must wait for others"
number=839,945 sealhash=7e5d79..f93378 uncles=0
number=839,943 hash=6flace..283fff drop=1 dropf
blocks=1 txs=0 mgas=0.000 elapsed="408.455p
number=839,945 sealhash=2f7f33..b53da® uncles=1
number=839,945 sealhash=2f7f33..b53da® uncles=1
blocks=1 txs=0 mgas=0.000 elapsed=1.13Tms
number=839,946 sealhash=4519bd..4d237d uncles=1
number=839,946 sealhash=4519bd..4d237d uncles=1
blocks=1 txs=0 mgas=0.000 elapsed="8T76.795u
number=839,939 hash=90a769..c0a%44
number=839,947 sealhash=bcbéce..22efa8 uncles=1
number=839,947 sealhash=bcbéce..22efa8 uncles=1
peercount=8 tried=3 static=8

blocks=1 txs=0 mgas=0.000 elapsed="T57.489u
number=839,948 sealhash=6951fd..5602a9 uncles=1
number=839,948 sealhash=6951fd..5602a9 uncles=1
number=839,948 sealhash=6951fd..5602a9 hash=672



$ ./attach.sh

Tng9zUsng coinbase U wallet ves validator node

[kitt@testnet-kku-0 signer]$ ./fattach.sh

Welcome to the Geth JavaScript console!

instance: Geth/v1.10.20-stable-8f2416a8/1linux-amdé4/gol.18.3
coinbase: 0Ox92140b8209dbB47005652abcO45faad26c2feesba

at block: 840041 (Sun Oct 23 20822 10:22:41 GMT+E000 (UTC))
datadir: /srv/node

modules: admin:l.0 clique:l1.0 debug:1.0 eth:1.0 miner:1.8 net:1.0 personal:1.0 rpc:l.0

To exit, press ctrl-d or type exit
-3

o P ' ' t
®  LAAYIIUIU peer IBNADBE VYUY (Peer count)

> net.peerCount

mMehaulnd misaglanadnslitoaninasmilevesdiuau validator Tuasedne

a4 ' ' &
®  AIIFDU/UAN peer NIDUADDYUVUTUY

> admin.peers

w374 enode V84 peers NanuATIBLRaU validator node vauriiu anansanTiaaeulaeliieuiuienans node information

® iin/fousio peer Tni

> admin.addPeer("<enode@IP address:port>")

A wvoe & . = a X
Vi'mLWll‘lﬂﬁ’MiﬂmﬁﬂJi’m{] peer Tu admin.peers uagdl net.peerCount WYY

® au/fiansileuns peer

> admin.removePeer("<enode@IP address:port>")

vo & . a
mnaulddnia peer agmeluain admin.peers Lagdl net.peerCount anas

® Promote/propose peer Whadu signer

> clique.propose("<wallet>", true)

validator @315 propose lif peer dulwa3ogreviauiu signer lalaen13ds propose true Tnadoyanis propose avusngegluaiodiy
sz 8 Falus Tusewinatiu wind validator propose true 1uASantlsuosduu validator vzt peer aglasunns promote 1Ju signer

waZisu seal/sign block


https://docs.google.com/document/u/0/d/1fdESNdYs735C_Ee4DMPJHuOnLIlzNh60gbfUExnRHm0/edit

® Demote/propose peer aonannsiliu signer
> clique.propose("<wallet>", false)

validator @138 propose 1# validator dulumsedreeonainnisilu signer lalpanisda propose false Iﬂm’fagams propose %Uimgafﬂu
wsetneUszina 8 9alus Tusewinetiu windl validator propose false iiupSmilavassiuau validator vasgiiu validator aggn demote 1lu

peer 334N lalenunsa seal/sign block 1¢on

®  {FFBUANIULNIT sign Va3 Clique Protocol

> clique.status()

NadwsUeIndazuaning seal 64 block aaving uazduIu blocks #1 seal lay validator node wiazsn

> clique.status()
{
inturnPercent: 100,
numBlocks: 64,
sealerActivity: {
0Ox0f36aelad40ad4ee4b6681558673d86b80e01T845a: 8,
0x268cedcba833d2d71e94cll17befal7ef52adb86: 8,
OXT777777ebalb83T61812367244a50083452966d6: 8,
Ox8aeflfde55159ca3610236c7d92b6de82TT4Ta28: 8,
0x92140b8209db847005652abc@45Taa426c2feesa: 8,
0x96afcb027TeaBat42caTc6cobbe7cfffB36T7T100: 8,
Oxdef3698524ddeldddoal425ffbec2bfaaasa0oss: 8,
Oxf54bef3247el2a53¢c37975993b4c38bad44bdfc54: 8

® 98NN web3 js console

>  exit

® 4y ledger WAYANIULYINLA

$ docker run --rm -it -v $PWD:/srv -w /srv ethereum/client-go:stable
--datadir /srv/node removedb

¥ v
&

fisiinnsau ledger wazanuzazaulang ledger database wihiu ludl@au wallet uay password.txt fias19ld Feaansald wallet/enode



Changelogs

Version Date Changes / Comments
14 2023-10-25 | Update document to support go-ethereum:stable after The Merge
1.3 2023-10-25 | Update document number 5.4 and 5.5 to fix error “etherbase must
be explicitly specified”
1.2 2022-10-20 | Update document to support mainnet installation
1.1 2022-10-15 | Add (optional) firewall instruction
1.0 2022-07-17 | Request for comments




