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1. Hardware Requirements

1.1. Minimu
1.1.1.
1.1.2.
1.1.3.
1.1.4.

m
CPU x86-64 2 core
RAM 4 GB

Disk 256 GB SSD
100 Mbps NIC

1.2. Recommended

1.2.1.
1.2.2.
1.2.3.
1.2.4.

CPU x86-64 4 core
RAM 8 GB

Disk 512 GB SSD

1 Gbps NIC
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2.1. Recommend

2.1.1.
2.1.2.

2.1.3.

3. AnM9 Linux Di

Ubuntu Linux 20.04 LTS, 22.04 LTS
https://mirror.kku.ac.th/ubuntu-releases/
Rocky Linux
https://mirror.kku.ac.th/rocky-linux/
Alma Linux
https://mirror.kku.ac.th/almalinux/
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3.1. Text-based, Command Line Interface iy




GNU GRUB wersion 2.86

Try or Install Ubuntu Server

Test memory

Use the T+ and 4 keys to select which entry is highlighted.
Press enter to boot the selected 0S, ‘e’ to edit the commands
before booting or 'c’ for a command-line.

The highlighted entry wWill be executed automatically in 19s.

To grab input, press Ctrl+G fa
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To grab input, press Ctrl+G o
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ware Remote Console

[ Help ]

time footprint in
in.

To release input, press Ctri+Alt o

138N Ubuntu Server (minimized)

[ Help ]

To release input, press Ctri+Alt o

M4 static IP Address



2 mirror

mirror for Ubuntu, enter it

http: /s mirror.kku.ac. th/ubuntu

a 2 mirror that will be u

To release input, press Ctri+Alt ]

(optional) &4 mirror 18 https://mirror.kku.ac.th/ubuntu

To grab input, press Ctrl+G ]

\d@@n config \Ju LVM / entire disk



ware Remote Console

[ Help ]
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To release input, press Ctri+Alt ]

gudu storage configuration

[ Help ]
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Tmport identity:

To grab input, press Ctrl+G ]

\@0NARAT OpenSSH server



Testnet De

File Virtual Machine Help

[ Help ]

tool to
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To grab input, press Ctrl+G ]

Testnet Demc

le Virtual Machine Help

all complete! [ Help ]

To grab input, press Ctrl+G ]

59RAFAIU complete / Reboot Now



et-node tiyl

To grab input, press Ctrl+G

91199 first boot

3.2. OpenSSH
3.2.1. Config OpenSSH Tulglanng Public Key Authenticaiton

'
a

# local machine, @514 key pair @%35U SSH wag copy public key Ui signer :

$ ssh-keygen -t ed25519
$ ssh-copy-id <signer hostname>

1 signer, wA config Tilglang public-key authentication:

$ sudo vi /etc/ssh/sshd_config

Wil

PasswordAuthentication no
ChallengeResponseAuthentication no
KbdInteractiveAuthentication no

Restart ssh

$ sudo systemctl restart sshd

3.3. sudo

LWL non-root admin user 191 group sudo e lild@ns root lasAds sudo 16



S usermod -aG sudo <user>

Ua root login

$ sudo passwd -1 root

3.4. Set hostname
14 hostname (Luz1 LU testnet-x %38 mainnet-x)

S sudo hostnamectl set-hostname <hostname>

. A& A Y 1 a = o/ 1%
re-login W8 UaUINLUAYU hostname LS8UIBLAN

3.5. Set timezone and NTP
Set timezone

$ sudo timedatectl set-timezone Asia/Bangkok

Set NTP server

$ sudo vi /etc/systemd/timesyncd.conf

Edit timesyncd.conf

NTP=<NTP Pool / Server>

Set NTP server

$ sudo timedatectl set-ntp off
$ sudo timedatectl set-ntp on

&9 timedatectl lNOASIVEBU configuration

3.6. (Optional) e NTP und timesyncd

Install NTP

$ sudo apt update
$ sudo apt install ntp

3.7. (Optional &%5U VMware Guest) Ans open-vm-tools

$ sudo apt install open-vm-tools

3.8. (Optional) 88U snap 88NANTLUU

$ sudo snap remove 1xd
$ sudo snap remove core20



$ sudo snap remove snapd
$ sudo apt purge snapd

4. #ne3 Docker CE
4.1. aniiun15nuasn1sTuwa https://docs.docker.com/engine/install/
4.2. Wy user 11 group docker LalvianunsaaIuAn docker container lalaglisasldans root

Add admin user to docker group

S sudo usermod -aG docker <user>

Login 191 docker group

S newgrp docker

w3 re-login Tnsitite apply group

5. @374 Go Ethereum Container
5.1. @514 persistent volume @115 node LU

Add admin user to docker group

$ sudo mkdir -p /srv/signer
$ sudo chown -R <user>:<group> /srv/signer
$ «cd /srv/signer

configuration files znulin /srv/signer
node data 3giAulA /srv/signer/node

5.2. Clone repository
For testnet validator node

apt install git
cd /srv/signer
git clone https://github.com/thai-blockchain/testnet.git

$
$
$
$ cd testnet

For mainnet validator node

$ apt install git

$ «cd /srv/signer

$ git clone https://github.com/thai-blockchain/mainnet.git
$ cd mainnet


https://docs.docker.com/engine/install/

5.3. aslwasianudmsuuan private key
Create password.txt

$ sudo apt install pwgen
$ pwgen -Byn 32 1 > password.txt
$ chmod 400 password.txt

5.4. @519 wallet

$ docker run --rm -it -v SPWD:/srv/signer -w /srv/signer
ethereum/client-go:stable --datadir /srv/signer/node --password
password.txt account new

£ -3 1% 1% ¢ @ . A =3 &
go-ethereum aza314 keystore Ul Usenaumelwaiiu private key Niaunsalandeniive
Tdnulpesianiululng password.txt

Wallet 2¥9199931A public address Juiin public address 13lgeuse uagsumuugii

You can share your public address with anyone. Others need it to interact with you.

You must NEVER share the secret key with anyone! The key controls access to your funds!
You must BACKUP your key file! Without the key, it's impossible to access account funds!
You must REMEMBER your password! Without the password, it's impossible to decrypt the
key!

5.5. Initialize node 91N genesis. json

$ docker run --rm -it -v SPWD:/srv/signer -w /srv/signer
ethereum/client-go:stable --datadir /srv/signer/node init genesis.json

5.6. uila start-node.sh script, LUaBU node name \Wuie node uay wallet 1Ju public address:

--name <node name>
--unlock <wallet>

5.7. Start signer/validator container
$ ./start-node.sh
5.8. Monitor l&laeds

$ docker logs -f <container name>
$ docker logs -f --tail 10 <container name>

6. (Optional) 13A1 firewall NSEINRBIN1TABINTITHN Access Control List 91 validator nodes Taglaian
&9 ufw



6.1.

6.2.

6.3.

6.4.

q default policies

$ sudo ufw default deny incoming
$ sudo ufw default allow outgoing

WY rules @M%SU ssh
$ sudo ufw allow ssh

BUNYINNTIYIUABN validator node wsiaz node u9inasn 30303/tcp
5180195 IP addresses U84 validator node agﬂuiWﬁ static-nodes.json Lkaz Node
Information

$ sudo ufw allow from <peer-1 IP address> to any port 30303
$ sudo ufw allow from <peer-2 IP address> to any port 30303

A9 ufw 15U
o A o ° o 2 | Aa My ° v o a =
AFaU: &9 ufw NaueIaRANISWeNdeNagle wuenldsun console 138 remote
console U84 VM/VPS
S sudo ufw enable
A522@DUANIULNITVINNUVD ufw LAAIEANE

$ sudo ufw status

M5B UNTHINNINUNANS o by Iﬂ&lg]mﬂ admin.peers, clique.status(), docker logs
validator A35aaUAU sign block Lag import new blocks 910 peer ¥IANWUNITTNNIUEAUNG
1 validator sign ¥n block Wsawya sign Tilan1vins Ve ufw TifIuAIEs

$ sudo ufw disable

MINADINS clear rules NaviuA TUA1E

$ sudo ufw reset



7. Basic Operations
W lgau web3 js console

$ ./attach.sh

WANIIIUIU peer MAYDURBBE VLU (Peer count)

> net.peerCount

WA peer MLTBNADDLVMLIU

> admin.peers

‘;I Idl 1 1
/1T ouse peer Tl

> admin.addPeer("<enode@IP address:port>")

P I .
Promote/propose peer W11 UY signer

> clique.propose("<wallet>", true)

Demote/propose peer pananAsilu signer

> clique.propose("<wallet>", false)

f3IEDUANIULNT sign VB Clique Protocol

> clique.status()

au ledger Lazan1UETIINRNA

$ docker run --rm -it -v $PWD:/srv -w /srv ethereum/client-go:stable
--datadir /srv/node removedb



Changelogs

Version Date Changes / Comments
1.2 2022-10-20 | Update document to support mainnet installation
1.1 2022-10-15 | Add (optional) firewall instruction
1.0 2022-07-17 | Request for comments




